Content Moderation Process

GIPHY's primary moderation goal is to prevent real-world harm stemming from our product. This goal has guided the creation of the Community Guidelines.
These guidelines are based on employee input, industry standards, and societal expectations. Content policies are developed with input from external experts,
legislation, and user feedback, with the goal of being clear, enforceable, and consistent. The Trust & Safety team handles policy enforcement, moderating content,
training staff, and maintaining tools for accurate, scalable moderation. Users are notified when content is removed or accounts are deactivated for violations,
provided with both a reason and an opportunity to appeal. Policies are refined through internal, cross-functional feedback from teams including Trust & Safety,
Legal, Content, and Executive departments, who evaluate the policies' goals, potential effects, clarity, consistency, and enforceability. Data on enforcement
outcomes is tracked and used to further adjust policies, while partnerships with external experts help maintain impartiality.

GIPHY is committed to respecting the internationally recognized Enforcement of GIPHY’s Community Guidelines is achieved through both
human rights guidelines set out in the United Nations Guiding proactive and reactive means. Proactively, GIPHY identifies content that
Principles on Business and Human Rights (UNGPs), privacy, and free violates its Community Guidelines with a combination of image matching,
expression. machine learning, and human moderation.
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Image Hash Matching

Content is first hashed and compared to databases of known video files that
contain problematic and illegal content. When uploaded content matches video
files in these databases, the content is automatically blocked or reviewed by
humans. GIPHY currently has access to over 4 million unique video hashes. The
largest portions of the hash libraries utilized in this process are pertaining to online
child sexual exploitation and abuse (OSEA) and terrorist and violent extremist
content (TVEC). GIPHY also has its own hash library of content that has been
previously removed from the platform that is referenced.
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Human Moderation

Once content has made it through the hash matching and machine learning step, the
content is reviewed by human moderators. Human moderators will determine if
content needs to be removed from the platform for violating our Community
Guidelines or if an account needs to be deactivated. When a channel is deactivated
for multiple or egregious violations, the remaining content on the channel is also
deleted. Those deleted totals are not included in this report.

Reactively, GIPHY encourages users to use the tools provided on our owned and
operated platforms to report any content they believe violates the guidelines. These
reports are reviewed by human moderators, who make the final decision on
enforcement action.
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Machine Learning

After content passes through hash matching, it is evaluated using machine
learning models. GIPHY partners with Hive and Safer to evaluate all newly
uploaded GIFs. Hive’s visual moderation trains over 25 subclasses that deal with
pornography, nudity, violence, controlled substances, hate, and other image
attributes. Content flagged with a very high confidence in relevant subclasses is
automatically deleted, and automatic takedowns may be removed for more than
one policy violation though ultimately only the most egregious reason is applied.
Content with a moderate confidence is marked as such to inform human
moderators' ultimate decision.

In order for content to be included in GIPHY’s search results, users must apply
for their channel to be an official Brand or Creator. Applications are reviewed
and approved or denied by human moderators. If the applicant meets the
requirements then their content is eligible to appear in GIPHY search results.
If the applicant fails to meet the requirements, they receive a notification
informing them of the reason.

For more information on GIPHY’s content moderation process, please review

GIPHY’s Community Guidelines, GIPHY’s Content Moderation approach,
and a list of GIPHY’s Content Moderation Partners

Reactive Removals of Prohibited Content and Channels

The following sections display the total amount of content reactively removed from the GIPHY
platform, along with the corresponding policy violation reason. The quantities in this section were
removed after GIPHY received a notice from users or third parties and the content was reviewed.

Reporting Reason Reports Received Content Removed

Pornography and Explicit Nudity
Real Violence

Self-Harm

Threats and Stalking

Hate

Terrorism and Violent Extremism
Bullying and Harassment
Misinformation

lllegal Activity

Online Child Sexual Abuse and Exploitation
Private Information

Underage User

Average Time to
Review Onsite Reports

This section displays the average time it takes for
human moderators to review an onsite report. This
average includes the time it takes to review escalations.
The median value is also reported for context.

For more information, please review the GIPHY DMCA Copyright Policy.

Deactivations

This section displays the number of user channels that were deactivated in the
reporting period. Deactivation of a channel prohibits future logins and uploads,
removes the channel from GIPHY’s interface, and deletes uploaded content. This
action is typically taken following emails notifying the user of prohibited content or
any other violations of our terms. However, a warning may not be sent before taking
this action in the case of major offenses.

Reason Quantity

Pornography and Explicit Nudity
Hate

Bullying and Harassment

lllegal Activity

Spam

Third Party Content Uploads

Total

Total Reinstated

Appealed Decisions

This section displays the amount of appeals received due to enforcement
actions. Appeals are submitted by users when they disagree with a
moderation decision. All appeals are reviewed by human moderators. If it
is determined that the content did not violate GIPHY’s community
guidelines, the content will be reinstated. Confirmed content violations
are not reinstated. The user will be contacted regarding the final decision
on the appealed content.

Human Moderation Training

Online User Reports

Onsite reporting features are available to registered users
and are used to report inappropriate content to GIPHY.
Users are able to select the category that aligns with the
Community Guideline violation they believe occurred. All
of these reports are sent through human review. Content
is removed when the report accurately identifies a
Community Guidelines violation. When it is determined
that the content does not violate GIPHY’s community
guidelines, the content is not removed.

For more information, please review the
How to Report an Inappropriate GIF resource.

Intellectual Property
Takedown Notices

This section displays the number of intellectual
property takedown notices that were received in the
reporting period. These notices request the removal of
content that allegedly infringes on intellectual
property rights and are sent by or on behalf of the
rights owner. These quantities include notices
pertaining to copyright and trademark infringement.
When GIPHY receives a complete and valid copyright
notice that complies with the DMCA, we comply with
the request and inform the user who had uploaded the
content. For some other requests we may not take
action because there is no evidence of infringement.
At times, our course of action is to only pass the
complaint along to the uploader to make them aware
of their potential infringement. The quantities of
content requested to be taken down for IP
infringement, content actually removed, and instances
where we only pass along the complaint are listed.

Reason Quantity Removed

Pornography and Explicit Nudity 2,026
Real Violence 52
Hate

Bullying and Harassment

lllegal Activity

Underage User

Channel Downgrades

This section displays the number of channels that were Downgraded. A Downgrade
occurs when a channel’s upgraded permissions are revoked, which removes the
channel’s content from search results. This action is typically taken after a user has
been informed that their channel includes violating content. If the user does not
take action to remedy the situation within the time frame specified in the email
notification, then their channel is downgraded. Channels may be downgraded
without warning if the user has been informed of violations three times in the past.

Channels can be downgraded for uploading content that violates GIPHY’s
Community Guidelines. More often, channels are downgraded for uploading third
party content for brands other than their own. Channels are also downgraded for
spammy behavior, such as violating GIPHY’s Content Tagging Guidelines or
otherwise attempting to disrupt the normal user experience by circumventing
GIPHY’s upgraded application requirements.

When channels are downgraded, they are given a chance to take action to comply
with our policies. If they take action to comply, they will be reinstated. The total
number of reinstated channels during the reporting period is also included:

To appeal an action, users can contact us here.

Moderation Personnel

GIPHY provides a comprehensive training process for human moderators to ensure they have a thorough understanding of our policies and enforcement
measures. This includes presentations of all of our policies given by a live instructor where there is time for Q&A, 1 week of observing a live instructor

perform moderation tasks, and two weeks performing moderation tasks under the observation of a live instructor. After training, GIPHY implements an
ongoing approach to moderator development including individualized coaching as well as regular meetings for policy refreshers, updates, and to
communicate the latest information from our Strategic Partners. GIPHY determines the number of moderators needed by using historical data to

calculate the average moderator capacity, and comparing that with predictions of upload volume and number of tasks.
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Out-Of-Court Dispute Settlements

Users have the right to select a certified out-of-court dispute
settlement body, i.e., an independent third party, in order to resolve
disputes relating to decisions taken by GIPHY. These bodies need to
be certified by national DSCs

Civil Requests

Civil requests refer to non-government requests (e.g. a subpoena or
court order) submitted by users and third parties seeking account
information from GIPHY on behalf of a defendant in a legal case.
Non-government requests may include requests made by
government entities as a party in civil litigation.

Human Moderation QA

GIPHY generates a monthly report to analyze moderation
team and individual trends around content enforcement
decisions. The QA results are used as a performance
indicator and to determine where policies and processes
can be further clarified.

Preservation Requests

Preservation requests refers to government and law enforcement requests
that require GIPHY to preserve account information pending the issuance of
valid legal process to obtain that user data. In accordance with the law, GIPHY
will temporarily preserve such data and will disclose the preserved records
when we receive formal and valid legal process.

Total: 0

Emergency Disclosure Requests

In emergencies, law enforcement may submit requests with
legal process. Under the circumstance we may voluntarily
disclose information to law enforcement when the matter poses
a credible threat to human life.



https://support.giphy.com/hc/en-us/requests/new
https://support.giphy.com/hc/en-us/articles/360032872931-GIPHY-Privacy-Policy
https://support.giphy.com/hc/en-us/articles/360032872931-GIPHY-Privacy-Policy
https://support.giphy.com/hc/en-us/requests/new
https://support.giphy.com/hc/en-us/articles/4405176151834-Content-Tagging-Guidelines
https://support.giphy.com/hc/en-us/articles/360020287091-GIPHY-DMCA-Copyright-Policy
https://support.giphy.com/hc/en-us/articles/360020287371-Report-An-Inappropriate-GIF-
https://support.giphy.com/hc/en-us/articles/360020287091-GIPHY-DMCA-Copyright-Policy
https://support.giphy.com/hc/en-us/articles/4405176151834-Content-Tagging-Guidelines
https://support.giphy.com/hc/en-us/articles/360020286811-GIPHY-Community-Guidelines
https://support.giphy.com/hc/en-us/articles/360020286811-GIPHY-Community-Guidelines
https://support.giphy.com/hc/en-us/articles/360020286811-GIPHY-Community-Guidelines
https://support.giphy.com/hc/en-us/articles/5200478619674-GIPHY-Content-Moderation-Approach
https://support.giphy.com/hc/en-us/articles/5200476632346-GIPHY-Content-Moderation-Partners

